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OIIPEJAEJIEHUSA

B HacrosimeM JOKyMEHTE UCIOJIb3YIOTCS CIEYIOLINE TEPMUHBI U UX ONPEIEICHUSI.

ABTOMATHU3UPOBAHHAS uHpopMaAUOHHAS cucrema (AUC) —uadpopmanoHHas
CHUCTEMa IEPCOHAJIBHBIX JAHHBIX, COCTOAIIAs M3 INEPCOHAaa M KOMIUIEKCAa CpEJICTB
ABTOMATHU3ALIMU €T0 JIeATEIbHOCTH, pealin3yromias HHHOPMAIIMOHHYIO TEXHOJOTHIO BBIIOJIHEHUS
YCTAHOBJICHHBIX ()YHKIIHH.

AyTeHTH(QUKAIUS OTHPABUTENS JAHHBIX — IOATBEP)KIEHUE TOrO, YTO OTIPABUTEID
IIOJIyYEHHBIX JAHHBIX COOTBETCTBYET 3asBIICHHOMY.

Be3onacHocTh MepCOHAJBHBIX JAHHBIX — COCTOSIHUE 3alllMIIECHHOCTH IEPCOHAIBHBIX
JMAHHBIX, XapaKTepu3yemMoe CHOCOOHOCTHIO  TOJb30BaTENEl, TEXHUYECKUX CPEICTB H
MH(GOPMAIIMOHHBIX TEXHOJIOTUN 00ecreunTh KOH(DUIECHIIMATbHOCTD, IIEJIOCTHOCTD U JIOCTYITHOCTD
MEPCOHANBHBIX JaHHBIX MPH HX 00paboTke B HMH(MOPMAIMOHHBIX CHCTEMaxX MEPCOHATBHBIX
JTAHHBIX.

Buomerpunueckne mnepcoHa/IbHble JaHHbIE — CBEJICHUS, KOTOPbIE XapaKTEpU3YIOT
¢uznonoruyeckrue OCOOCHHOCTH 4YEJIOBEKa M HAa OCHOBE KOTOPBIX MOXHO YCTAHOBUTH €O
JMYHOCTh, BKIIOYas ¢ororpaduu, OTIEYATKH MaibleB, 00pa3 CETYATKU I1a3a, OCOOCHHOCTH
CTPOCHUS TeJa U APYTYIO MOI00HYI0 HHPOPMALIHUIO.

bioknpoBanne mnepCcOHAJNBLHBIX [aHHBIX — BpPEMEHHOE MpeKkparieHue cOopa,
CUCTEMAaTHU3allMK, HAKOIIEHUS, MCIOJIb30BaHUS, PAaCHpPOCTPAHECHHUS, MEPCOHAIbHBIX JaHHBIX, B
TOM YHCJIE UX MEpEAAUN.

Bupyc (KoMNbIOTEpPHBIH, NPOrpaMMHBII) — HCIIOJHIEMbI IPOIPAMMHBIM KOJX WIIU
MHTEpPIpETUpYeMBbId HA0Op MHCTPYKLMH, OONagaroluii CBOWCTBaMH HECAHKIIMOHHUPOBAHHOIO
pacnpocTpaHeHus U camoBocriponsBeeHus. Co3gaHHble AyOJIMKaThl KOMIIBIOTEPHOIO BUpPYyCa HE
BCErJa COBINAJAlOT C OPUTHMHAJIOM, HO COXPAHSIOT CIOCOOHOCTh K JajbHeHiemMy
pacrnpoCTPaHEHUIO U CAMOBOCIIPOU3BEACHHUIO.

BpenonocHasi mporpamMma — nporpamma, IpeAHAa3HauY€HHas M OCYILECTBICHUS
HECAaHKLIMOHUPOBAHHOTO JI0CTYMNa U (M) BO3JEHCTBUS Ha MEPCOHAIbHBIE JJAHHbBIE WM PECYPCHI
UH(POPMAIIMOHHON CUCTEMBI IEPCOHANBHBIX TAaHHBIX.

BcnomoraresibHble TeXHHYeCKHE CPEACTBA M CHUCTEMbl — TEXHUYECKHE CpEeACTBAa U
CHCTEMBI, HE TpeJHa3HauYeHHbIE JJIs nepeaad, oOpabOTKU M XpaHEHUsl MMEePCOHANbHBIX TaHHBIX,
yCTaHaBIMBAaEMble COBMECTHO C TEXHUYECKHUMH CPEICTBAMU M CHUCTEMaMH, MpeJIHa3Hau€HHbIMU
JUisi  00pabOTKH TMEpPCOHANbHBIX JAHHBIX WIM B IIOMEIIEHUSX, B KOTOPBIX YCTaHOBJIEHBI
MH(OPMAIMOHHBIE CUCTEMBI IEPCOHATIBHBIX JAHHBIX.

JlocTym B ONEPALMOHHYI0 Cpedy KoMIbIOTepa (MH(POPMALMOHHON  CHCTEMbI
NEPCOHANBHBIX JAHHBIX) — ITOJYYEHHUE BO3MOXKHOCTH 3aIlyCKa Ha BBIINOJHEHHUE IITATHBIX KOMAaH],
(YHKIMI, TpOLeyp ONEparMOHHON CHCTeMBbI (YHUUTOKEHUs, KOIMPOBAHMS, MEPEMEILCHUs U T.I1.),
UCTIOHSAEMBIX (haiiIoB IPUKIIATHBIX IPOTrPAMM.

Joctyn Kk uH(popManuM — BO3MOXKHOCTh TIOTy4eHHS HHQOPMAITMH U €€ UCTI0JIb30BaHUS.

3ak/1a04HOe YCTPOMCTBO — AJIEMEHT CPEICTBA CheMa MH()OPMAITH, CKPBITHO BHEPSEMBIIA

(3aKymagpIBacMblii MU BHOCHMBIN) B MeECTa BO3MOYKHOIO CheMa HH(pOpMAIMH (B TOM 4YHCIE B



OrpaXIeHne, KOHCTPYKIIMIO, 000pyI0BaHHE, TIPEAMETHI MHTEPhEpa, TPAHCTIOPTHBIE CPEZICTBA, A TAKKE B
TEXHUYECKHE CPEJICTBA U CUCTEMBI 00pabOTKHM HHPOPMALIUN).

3anmumaemass uHgopmMauus — uHOOPMALHS, SBISIOMIASACS TPEIMETOM COOCTBEHHOCTH U
MOJUISKAIIAST 3alUTEe B COOTBETCTBUHM C TPEOOBAHMSIMH NPABOBBIX JIOKYMEHTOB MM TPEOOBAHHMSIMH,
YCTaHABJIMBAaEMbIMU COOCTBEHHHKOM MH(OPMAIUH.

Nnentudpuxanusa — npucBoeHue CyObeKTaM M OOBEKTaM JIOCTyNa WaeHTU(HKaTOpa U (MiN)
CpaBHEHHE NPEbSIBIIIEMOr0O UICHTU(HUKATOPA C IEPEUHEM TPUCBOSHHBIX UACHTU(UKATOPOB.

HNudopMaTUBHBINH CHTHAJ — IEKTPUUYECKHE CUTHAIBI, aKyCTUUECKUE, SEKTPOMATHUTHBIC U
npyrue (usnueckue Mois, MO MapamMerpaM KOTOPhIX MOXET ObITh PacKpbiTa KOH(MHICHIMATbHASL
uabopMarys (MepcoHANIbHBIC JTaHHBIe) 0OpadaThiBacMasi B MH(DOPMAIIIOHHOW CHCTEME TEPCOHATBHBIX
JTAHHBIX.

Hudopmanmonnblie TEXHOJIOTHH — TIPOIECCH, METOJIBI MOKCKA, COOpa, XpaHeHus], 00pabOTKH,
MPEIOCTABIICHHS], PacpOCTpaHeHrs] MH(GOPMAIMK M CIIOCOObI OCYIIIECTBICHUSI TAKUX MPOIECCOB U
METO/IOB.

Hcnonb3oBaHue mepcoHAIbHBIX JaHHBIX — JCHCTBUs (OMepaluu) ¢ MePCOHATbHBIMU
JTAHHBIMHU, COBEpPILAEMbIE OMEpPATOPOM B IIENIAX MPUHSATUS PEHICHUH WM COBEPIICHUS HHBIX
NeMCTBUH, TIOPOXKIAIOMINX FOPUANIECKIE MTOCIEACTBUS B OTHOIIECHUH CYOBEKTa MepCOHATBHBIX
JMAHHBIX WM JIPYTUX JIHIl JIMOO MHBIM 00pa30M, 3aTparMBaloMIMX IpaBa M CBOOOMBI CyOBEKTa
NEPCOHATBHBIX JAHHBIX WM JPYTUX JIHII.

Hcrounuk yrpo3bl 6e30macHOCTH HH(OPMAIMH — CYOBEKT JIOCTYIA, MAaTCPUAIBHBIA OOBEKT
Wi (usnueckoe SBJIEHUE, SIBISIOIIMECS MPUYMHOM BO3HMKHOBEHHSI yrpo3bl 0€30MacHOCTH
UHpOpMaLIUH.

KoHTtposmpyemasi 30Ha — IPOCTPAHCTBO (TEPPUTOpHS, 3AaHHE, YacThb 3/1aHUs, IOMEILEHNE), B
KOTOPOM HCKITIOUYEHO HEKOHTPOJMpPYEMOe IpeObIBaHME MOCTOPOHHMX JIMIl, a TAKKe TPAHCIIOPTHBIX,
TEXHUYECKUX M MHBIX MaTePUATBHBIX CPEJICTB.

KonduaeHmaabHOCT,  MEPCOHAJBHBIX JIAHHBIX —  00s3aTellbHOE UL COONIOZICHHS
OIEpaTopoM WM WHBIM TOJYYHMBIIMM JOCTYI K TIEPCOHATGHBIM JIAaHHBIM JIMIIOM TpeOOBaHWE He
JIOITyCKaTh MX paclpocTpaHeHue 0e3 corsacusi CyObeKTa NMEPCOHABHBIX JTAHHBIX WM HAJMYMsl HHOTO
3aKOHHOT'O OCHOBAHMSI.

MeskceTeBoii SIKpaH — JIOKaJIbHOE (OTHOKOMITIOHEHTHOE) MiH (PyHKIIMOHATBHO-PACTIPEIEIICHHOE
nporpaMMHOe  (TIPOrpaMMHO-AIIAPaTHOE) CPENCTBO  (KOMIUIEKC), peau3yrollee KOHTpOJIb 32
uHpopMarmel, mocTyrnaroneii B WHOOPMAIMOHHYIO CHUCTEMY TIEPCOHATBHBIX JAHHBIX U (MJIH)
BBIXOJIAILEN N3 HH(POPMAIIMOHHON CUCTEMBI.

Hapyumrensb 6e30IacHOCTH TEPCOHAIBHBIX MAHHBIX — (DI3UYECKOE JIMIO, CIYYailHO WA
NPEHAMEPEHHO COBEPIIAIOIIEee JEHCTBUS, CIEACTBHEM KOTOPBIX SIBISIETCS HapylleHue Oe30MacHOCTH
NIEPCOHANBHBIX JIAHHBIX MPH MX 00pabOTKe TEXHUYECKHMMH CPEICTBAMU B MH(OPMAIIMOHHBIX CHCTEMaXx
MEPCOHATBHBIX JTAHHBIX.

HeaBromaTu3upoBaHHasi  00pafoTka MNEPCOHAJBHBIX JAaHHBIX — 00palboTka
NEPCOHATBHBIX JaHHBIX, COJACPKALIMXCSA B MH(OOPMAIIMOHHON CHUCTEME MEPCOHATBHBIX JaHHBIX
aM00 W3BJICUEHHBIX W3 TaKOM CHUCTEMBbI, CUMTAETCA OCYILECTBICHHOW 0e3 HCIOJIb30BaHUs
CPEICTB aBTOMAaTH3alMu (HEAaBTOMATHU3HPOBAHHOW), €CJIM Takue NEHCTBUS C MEPCOHAIbHBIMU

JaHHBIMH, KaK HCIIOJb30BaHUC, YTOUHCHHUC, PaCIPOCTPAHCHHUE, YHHUYTOXKCHUC IICPCOHAIIBHBIX
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JAHHBIX B OTHOLICHHH KaXKJIOTO U3 CYOBEKTOB, NMEPCOHATBHBIX JAHHBIX, OCYIIECTBISIOTCS MPU
HETOCPEACTBEHHOM y4acTHUH YEIOBEKa.

HenexyiapupoBaHHble  BO3MOKHOCTH —  (D)YHKIMOHAJIBHBIE ~ BO3MOXKHOCTU  CPEICTB
BBIUHCITUTEILHON TEXHHUKH, HE OIMCAHHbIC MM HE COOTBETCTBYIOIIHE ONMCAHHBIM B JIOKYMEHTAIIUH, TIPH
UCTIONB30BAaHUM  KOTOPBIX BO3MOKHO — HApyIlIEHWE KOH(DUACHIMATGHOCTH, JOCTYITHOCTH WM
IIEJIOCTHOCTH 0OpabaThiBacMor HHGOPMAIIHH.

HecaHKuMOHUPOBAHHBIA  OCTYN  (HECAHKIIMOHMPOBAHHBbIE IEHCTBUSI) — JIOCTYIl K
uHbopMal WM JISUCTBHSA ¢ MH(pOpMaIMel, Hapyllarole MpaBuiia pa3rpaHUueHUsl JIOCTyIa C
UCIIOJIb30BAaHMEM  IITaTHBIX ~ CPEACTB, MPEIOCTABISIEMbIX  HWH(GOPMAIMOHHBIMH  CHCTEMaMU
NEPCOHAIBHBIX JIAHHBIX.

Hocurens undopmanuu — Qusnueckoe JMIIO WIM MaTepUalibHbIi OOBEKT, B TOM YMCIIE
¢u3Igeckoe mone, B KOTOpoM HH(OpMAIMs HaXOOUT CBOE OTPKEHHWE B BHIE CHMBOJIOB, 00pa3oB,
CUTHAJIOB, TEXHMYECKUX DEILCHUH U TIPOLIECCOB, KOJMYECTBEHHBIX XapaKTEPUCTUK (PU3NUECKHX
BEJIMYKH.

OO0e3iMYMBaHNe TMEPCOHAJBHBIX JAAaHHBIX — JEWCTBUA, B pE3ylIbTaTe KOTOPBIX
HEBO3MOKHO OIPEACTUTh MPUHAIJICKHOCTh MEPCOHAIBHBIX JAaHHBIX KOHKPETHOMY CYOBEKTY
NEPCOHAIBHBIX JIAHHBIX.

O0padoTKa NMepcoHAJBHBIX JAHHBIX — JCHCTBUS (ONEpali) ¢ NEPCOHATBLHBIMU JTAHHBIMHU,
BKJIIOYass COOp, CHUCTEMaTH3alliiO, HAKOIUICHHE, XpaHEHWE, yTOYHEHHe (OOHOBIICHHE, W3MEHEHHE),
UCTIOJIb30BaHME, PACIpOCTpaHeHHe (B TOM 4HMCIe IMepenady), oOe3HMYMBaHue, OJOKHPOBAHHE,
YHUYTOXKEHHE TePCOHATTBHBIX JTaHHBIX.

OO0menocTynHble NepcOHATbHbIE [aHHbIe — [E€PCOHAJbHBIE JaHHBIE, JOCTYII
HEOTPAaHMUYEHHOTO Kpyra JIHI], K KOTOPBIM MPEIOCTaBIeH C COrfiacusi CyObeKTa MepCcOHATbHBIX
JAHHBIX WJIM Ha KOTOPBIE B COOTBETCTBUU C (efepallbHBIMU 3aKOHAMHU HE PACIpPOCTPaHIETCS
TpeOoBaHuE cOOIII0IeHNs KOH(UACHIIMATBHOCTH.

Honukannuka — O6mnactHoe rocyJIapCTBEHHOE OI0KETHOE yapexaCHUE
3apaBooxpaneHus «Mpkyrckas ropojickas noaukianHuka Ne 11y,

Oneparop (mepcoHANBHBIX JAHHBIX) — TOCYIAPCTBEHHBIN OpraH, MyHUIUIIAIBHBIA OpraH,
IOpUAMYEcKoe WiIM (pU3MYecKoe JMIo, OpraHmsywollee W (WiIM) OCYIIECTBISIoIee 00paboTKy
MEPCOHANTBHBIX JTAHHBIX, a TaKKe OMPEIEISIONIME eI U CofiepykaHre oOpabOTKU MEepCOHATBHBIX
JAHHBIX.

Texnnueckue cpeacrsa HHGOPMALMOHHON CHCTEMbI NEPCOHAIBHBIX JAHHBIX — CPEJICTBA
BBIUHCITHTEITFHON TEXHUKH, HHPOPMAIMOHHO-BBIYICITUTELHBIE KOMIUIEKCHI M CETH, CPEICTBA M CHCTEMBI
nepeqaun, mpuema u obOpabotkm [I/[H (cpenctBa W CHUCTEMBI 3BYKO3AIMCH, 3BYKOYCHJICHUS,
3BYKOBOCIIPOU3BE/ICHHS, TEPETOBOPHbIE U TEJIEBU3MOHHBIE YCTPOWCTBA, CPEICTBA HW3TOTOBJICHMS,
TUPKUPOBAHMS JIOKYMEHTOB M Jpyrue TEeXHHUYECKHE CpelicTBa 0OpabOTKU pedeBol, rpadriecKoH,
BUIICO- U OykBeHHO-IM(poBOH HH(OpPMAIINK), TPOrPaMMHBIE CPENICTBA (OMEPAIMOHHBIE CUCTEMBI,
CHCTEMBI YNpaBJieHust 0azaMH JIaHHBIX M T.IL), CPEICTBA 3alUThl MH(POPMALMH, TPUMEHSEMbIE B
MH(POPMALMOHHBIX CHCTEMAX.

IlepexBar  (uHdopMamuu) —  HEOPABOMEPHOE  MOJydyeHHWe  HHPOpMAMH  C
UCIIOJIb30BAHUEM TEXHUYECKOTO CpEICTBA, OCYIIECTBISIONIET0 OOHapyXeHue, MpueM u

00paboTKy MH(POPMATUBHBIX CUTHAJIOB.



IlepconanbHble AaHHBIE — JT100as MH(OpPMAIMS, OTHOCAIIASACS K OINpPEACICHHOMY HIIH
ONpeIeTsIeMOMY Ha OCHOBAaHMM TakoW uWHpopMammu (u3ndeckoMy Juny (CyOBeKTy
NEPCOHANBHBIX JIaHHBIX), B TOM YHCIE €ro (paMuiIus, UMs, OTYECTBO, TOJ, MECALl, JaTa U MECTO
pPOXIEHUs, aJpec, CeMeiHOoe, COIMaIbHOe, MMYIIECTBEHHOE IOJIOKEHHE, OOpa3oBaHHeE,
npodeccusi, 10X0bl, Apyras HHbopMaIus.

[To6ouHble 3JIEKTPOMATHMTHBbIE M3JYYeHHSI W HABOAKHU — JJICKTPOMArHUTHbBIC
U3ITyYeHHs] TEXHUYECKHX CPEICTB OOpabOTKU 3amuiiaeMod HH(OpMaluu, BO3HUKAIOIIUE Kak
noOOYHOE SIBICHUE U BBI3BAHHBIC JJIGKTPUUYECKUMH CHUTHAJaMH, JACUCTBYIOIIMMH B HX
AJIEKTPUYECKUX M MArHUTHBIX LIEMSAX, a TaKXKeE 3JIEKTPOMATHUTHBIE HAaBOJAKHU ITUX CUTHAJIOB Ha
TOKOIIPOBOISIIIINE JINHUM, KOHCTPYKLUH U LIENH MUTAHUS.

I[MosmTKa «YHCTOrO CTOJA» — KOMIUIEKC OpTraHMU3allMOHHBIX  MEpONpPUSATHUH,
KOHTPOJIMPYIOINX OTCYTCTBHE 3alHMCHIBAaHUA HAa OyMaKHbIE HOCHUTENW KIOYed W aTpruOyToB
noctyna (rmaposeii) U XpaHeHus UX BOIU3U 00BEKTOB J0CTYIIA.

IMoab30BaTesib HH(POPMANMOHHOW CHCTEMbl MEPCOHAJBHBIX [JAHHBIX — JIHIIO,
yuacTBymIlee B (DYyHKIIMOHUPOBAHUN MH(DOPMALIMOHHON CHUCTEMBI MEPCOHATBHBIX JAHHBIX WM
UCIIOJIB3YIOIIee PE3YNIbTAThI €€ YHKIIMOHUPOBAHHUSI.

IIpaBuina pasrpaHvMyeHdsi JOCTYNA — COBOKYIHOCTb IpPaBUJI, PETJIaMEHTUPYIOLIUX
paBa JocTyna cCyObeKTOB JJOCTyNa K 00bEeKTaM JIOCTyIa.

IIporpammHuast 3aKjaaKa — KoJ [IporpamMmsl, IPeIHAMEPEHHO BHECEHHBIN B IIPOrpaMMy ¢
LENbI0 OCYILECTBUTh YTE€UKY, WM3MEHMUTH, OJIOKHPOBATh, YHUYTOXHUTb HWH(OPMALUIO WU
YHUYTOXXUTh U MOAMDULIUPOBATH HpPOrpaMMHOE obecrieueHne HHGOPMALMOHHOM CHCTEMBI
NEePCOHAIBHBIX JAHHBIX U (MJIK) OJIOKUPOBATh anmapaTHBIE CPEJICTBA.

IIporpammuoe (mporpaMMHO-MaTeMaTH4eCKOe) BO3JeificTBHE —
HECaHKIMOHMPOBAHHOE BO3/EHCTBHE Ha pecypchl aBTOMAaTU3UPOBAHHOM WH(GOPMAIMOHHON
CUCTEMBI, OCYIIIECTBIISIEMOE C MCIIOIb30BAHUEM BPEIOHOCHBIX POTPAMM.

PackpbiTHe NEepCOHATBbHBIX AAHHBIX — YMBIIUIEHHOE WM CilIy4YailHOE€ HapylleHue
KOH(UIEHIMAIBLHOCTH NEPCOHANIbHBIX JaHHbBIX.

PacnipocTpaneHne nmepcoHAJIbHBIX JAHHBIX — JICHCTBUS, HAIlPaBJIICHHBIE Ha Iepeaady
NIEPCOHAIBHBIX JAHHBIX ONPEAEIEHHOMY KpYyTy JHI (IIeperada MepCOHAIbHBIX JTaHHBIX) WM Ha
O3HAKOMJICHHE C NEPCOHAIBHBIMU [JaHHBIMH HEOTPAaHMYEHHOI'O Kpyra JMHI, B TOM 4YHUCIE
00HapO/I0OBaHME MEPCOHAIBHBIX JIAHHBIX B CPEICTBAX MAccOBOW MHQOpMAalLUHU, pa3MelleHHE B
MH(OPMALIMOHHO-TEIEKOMMYHUKAIIMOHHBIX ~ CETAX  WIM  NPEJOCTaBlIeHHEe  JOCTyma K
MEPCOHAIBHBIM JIaHHBIM KaKUM-JITH0O UHBIM CIIOCOOOM.

Pecypc uHpopManuOHHOM CHCTEeMbl — HWMEHOBAHHBIM  3JIEMEHT  CHCTEMHOTO,
MPUKIJIATHOTO UJTU aliapaTHoro odecrnedeHns GyHKIHOHUPOBAHUS HH(POPMAIOHHON CHCTEMBI.

CnenmnanbHble KaTeropuu IEepPCOHAJBHBIX [JAHHBIX — II€PCOHAIbHBIE JAHHBIE,
KacalolMecss  pPacoBOM, HAaLMOHAJIBHOM  INPUHAMJIEKHOCTH, TOJIUTHUYECKUX  B3IVIAJIOB,
PEMUTHO3HBIX WM  (UIOCOPCKUX YOSKIEHHM, COCTOSHUS 3/J0pOBbS W HWHTUMHOW >KHU3HU
CyObeKTa epCOHANbHBIX JAHHBIX.

CpencrBa BBIYMC/IMTEIBHOH TEXHUKH — COBOKYMHOCTb MPOrPaMMHBIX M TEXHUYECKHX
AJIEMEHTOB CHCTeM OOpabOTKU JaHHBIX, CIIOCOOHBIX (PYHKIIMOHMPOBATH CAMOCTOSITEIIPHO WIIA B

COCTaBE JPYTUX CUCTEM.



Cy0bekT aocryna (Cy0beKT) — JIMLO WIM MIPOLECC, IEUCTBHSA KOTOPOIO PErIaMEHTUPYIOTCS
IIpaBWJIaMU pa3rpaHUYEHUs AOCTYIIA.

TexHUYeCKHH KaHAJ YTe4kH WHQOPMAIMU — COBOKYITHOCTh HOCHTENSI HH(MOpMAIN
(cpenctBa 00pabOTKH), (HM3UUECKON Cpelbl PacpOCTpaHEeHHsT MHPOPMATUBHOTO CHTHAJIA U CPEICTB,
KOTOPBIMHU JJOOBIBAETCSI 3allUIIaeMasi THPOpMaIusl.

TpancrpanuyHasi nepexaya MePCOHAJIBbHBIX [JAHHBIX — IIepeadya IEePCOHATbHBIX
JTaHHBIX ornepatopoM uepes3 ['ocynapcTBennyto rpanuity Poccuiickoit denepannu opraty BiacTu
WHOCTPAaHHOTO TOCyJIapcTBa, (U3MUECKOMY WIH IOPUAUYECKOMY JIMIy HHOCTPAHHOTO
rocy/1apcTBa.

Yrpo3bl 0€30MacHOCTH TEPCOHAIBHBIX JAHHBIX — COBOKYIHOCTH YCJIOBMM U (DaKTOpOB,
CO3JIAIOLIMX OINACHOCTh HECAHKIIMOHUPOBAHHOIO, B TOM YHUCIIE CIIy4aiHOro, JOCTYMAa K MEPCOHATBHBIM
JIAHHBIM, PE3YJbTaTOM KOTOPOI'O MOXKET CTaTh YHUUTOKEHUE, N3MEHEHHE, OJIOKUPOBAHKE, KOIMPOBAHUE,
pacrpocTpaHeHHe MEePCOHANBHBIX JaHHBIX, 4 TakKe MHBIX HECAHKIIMOHUPOBAHHBIX JEHCTBUI MPH HX
00paboTKe B MH(POPMAIMOHHOM CUCTEME MEPCOHATBHBIX JAHHBIX.

YHUYTOKeHHE NEePCOHAIBHBIX JAHHBIX — JCHCTBUS, B pe3yJbTaTe KOTOPHIX HEBO3MOXKHO
BOCCTaHOBUThH COJICPYKAHHUE TEPCOHATBHBIX JIAHHBIX B HMH(OPMAIMOHHON CHCTEME IMEPCOHANIBHBIX
JAHHBIX WIM B pE3y/bTaTe KOTOPBIX YHUUYTOXKAIOTCSI MaTe€pHalbHbE HOCUTENN MEpCOHAIbHBIX
JAHHBIX.

Yr1euka (GammiaeMoil) MHPOPMAIMU 0 TEXHUYECKHUM KAHAJAM — HEKOHTPOIMPYEMOE
pacnpoctpaneHre UH()OPMAIMK OT HOCHUTES 3alUIiaeMoi HH(pOpMAIK Yepe3 (PU3HUYECKYIO Cpedy 10
TEXHUYECKOTO CPEZICTBA, OCYILIECTRIISIOIIETO TepexBaT MH(pOpMaIIH.

Vsa3BumocTb — crabOCTh B CPENCTBAX 3alllUTHI, KOTOPYID MOYKHO HCIOJIB30BaTh IS
HApYIIEHHS CUCTEMBI HJIH COZIeprKallielics B Heil HHPOpMAaIIIH.

HenoctHocts uHpOpMamum — CHOCOOHOCTh CPENICTBA  BBIYMCIMTEIIBHOM TEXHUKU WA
ABTOMATU3UPOBAHHOW CHUCTEMBlI 00ECTIeUMBaTh HEM3MEHHOCTh MH(OpPMAlMM B YCIOBHSX CIy4aiiHOIO
W/WJTY TIPEIHAMEPEHHOTO MCKaYKEeHUS (pa3pyLLeHus).



OBO3HAYEHUA U COKPAIIIEHU A

ABC — aHTUBHpYCHBIE CpEJICTBA

APM — aBTOMaTH3MpOBaHHOE pabouee MECTo

BTCC — BcnoMorarenbHble TEXHUYECKUE CPEJICTBA U CUCTEMBI
AUNC — aBromaTrzupoBaHHas HHPOpMAIMOHHAs CHCTEMa

K3 — xonTponupyemas 30Ha

JIBC — nokasibHast BBIMMCIUTENBHASL CETh

MD — mexceTeBoi 3KpaH

HC/] — HecaHKIIMOHMPOBAHHBIN JOCTYII

OC — omnepalinoHHas CUCTEMa

[T/11 — mepcoHaNbHbIE JaHHBIE

[IMB — nporpaMMHO-MaTEMaTHYECKOE BO3/ICHCTBHE

[1O — mporpamMMHOe obecrieueHne

CA3 — cucrtema aHanmM3a 3alUIIEHHOCTH

C3U — cpencTBa 3amuThl HHPOPMAITUH

C3I1d1 — cucreMa (moACUCTEMA) 3aLUThl IEPCOHAIBHBIX JaHHbBIX
COB — cuctema 00Hapy>KeHUsI BTOPKEHUIN

TKY U — texnnyeckre KaHaIbl yTeUKU HHDOPMAIIN

VYBI1/IH — yrpo3sl 6€30MacHOCTH EPCOHATIBHBIX TAHHBIX



BBEJIEHUE

Hacrosimas [Tonutrka nadopmanuonnoit 6ezonacHoctu (manee — [Momruka) OI'BY3 «MUT'TI

Ne 11» (manee - IlonuknuHuka), paspadoTaHa B COOTBETCTBHHM C IICISMH, 33auaMHi U TPUHIU-

namu obecriedyeHusi 6€30MacHOCTH MEPCOHANBHBIX JAHHBIX U3J0XKEHHBIX B [lonoxkeHuu o 3amu-
T€ TIEPCOHANLHBIX JaHHBIX [[OMHKIMHUKH.

[TonuTuka pazpaboTaHa B COOTBETCTBUU ¢ TpeOoBaHUsAMHU DenepaibHOTO 3aKOHA OT 27

utong 2006 1. Ne 152-®3 «O mnepcoHanbHBIX JaHHBIX», IlocTanoBnenus IlpaBuTenncTBa
Poccutickoit ®enepanuu ot 1 HOs0pst 2012 roma Ne 1119 «O6 yrBepxkacHUU TpeOOBaHHUMN K
3all[UTe TMEePCOHATBHBIX JAaHHBIX NpU HUX 00paboTke B HMHPOPMAIMOHHBIX CHCTEMax
nepcoHanbHbIX JMaHHBIX» U [Ipukaza @CTIK Poccum ot 18 despans 2013 r. Ne2l «O6
YTBEPXKACHUH COCTAaBa U COJCPIKAHUS OPTaHU3AIMOHHBIX M TEXHHYECKUX MEp M0 00CCIICUYCHHTIO
0C30MacCHOCTH TICPCOHAIBHBIX JTaHHBIX TPU HUX 00paboTKe B MHMOPMAIMOHHBIX CHCTEMax

NEPCOHAJIBHBIX NAHHBIX); HA OCHOBAHHU:

- «PexoMenganuii o obecrneyeHuo 0€30MaCHOCTU MEPCOHANbHBIX JAHHBIX NPU UX 00-
paboTke B MH(POPMALMOHHBIX CHCTEMaX NEPCOHAIBHBIX JAHHBIX», YTBEPKIECHHBIX 3aMeCTHUTeE-

nem aupekropa PCTOK Poccun ot 15.02.2008 r.;

- «TunoBbIx TpeOOBaHMI IO OpraHU3alUU U 00ecTIeYeHUI0 (QYHKIIMOHUPOBAHUS MU (pO-
BaJIbHBIX (KpUOTOrpaMuecKuX) CpeCTB, MpeIHaA3HAUCHHBIX Ul 3aIlUThl HHPOpPMaLUH, HE CO-
JiepKalel CBEJEHNH, COCTABISAIONIMX TOCYIapCTBEHHYIO TallHy B Cllydae U3 MCIOJIb30BaHMS IS
oOecnieueHrs 0€30MaCHOCTH MEPCOHAIBHBIX JAHHBIX MpU UX 00paboTKe B MH(OPMALMOHHBIX
CUCTEMAX NEPCOHAIBHBIX JAHHBIX», YTBEPXKAECHHBIX pykoBoacTBoM &8 llentpa ®Cb Poccun
21.02.2008 r. Ne 149/6/6-662;

B Tlonutuke ompeneneHsl TpeOoBaHMS K MEpCOHANY HH(GOPMAIMOHHONW CHCTEMBI
HEPCOHANIBHBIX JAHHBIX (Ianee — aBTOMaTH3MpOBaHHas HHpopMmanuoHHas cuctema (AUC)),
CTENeHb OTBETCTBEHHOCTH IEPCOHANIa, CTPYKTypa M HEOOXOIUMBIH YPOBEHb 3aIMILEHHOCTH,
CTaTyC U JIOJDKHOCTHbIE OOS3aHHOCTH COTPYJHUKOB, OTBETCTBEHHBIX 3a oOOecreueHue

Oe3omacHOCTH nepcoHanbHbIX JaHHBIX B AVC [TonukamHuKH.



1. OBIIME IIOJIOKEHMUSA

Ilenbto Hacrosued [lonutuku sBisiercs obecrneyeHne 0e30MacHOCTH 00BEKTOB 3aLUTHI
[TolMKIMHUKA OT BCeX BHJIOB YIPO3, BHEIIHUX W BHYTPCHHMX, YMBIIUICHHBIX U
HeMpeHaMEepEeHHbIX, MUHUMHU3alus yiiepOa OT BO3MOXKHOM peanu3aluu yrpo3 0e30MacHOCTH
[11a (manee — YBITdH).

be3omacHocTh  NEPCOHAIBHBIX ~ JAHHBIX  JOCTUIAETCA  IMYTEM  HCKIIOYEHMS
HECaHKI[MOHMPOBAHHOI'O, B TOM YMCJE CIy4yallHOro, JIOCTyla K II€PCOHAJIbHBIM JaHHBIM,
pe3yabTaTOM KOTOPOrO MOXKET CTaTh YHHYTOXKEHHUE, U3MEHEHUE, OJIOKMPOBaHKE, KOMUPOBAHNUE,
pacrnpocTpaHEHHUE NIEPCOHATIBHBIX IaHHBIX, a TAK)KE MHBIX HECAHKIIMOHUPOBAHHBIX JIEHCTBUI.

Nudpopmanns u CBs3aHHBIE C HEH Ppecypchl JOJDKHBI ObITh  JIOCTYIHBI  JUIs
aBTOPU30BAHHBIX MOJb30BaTeNel. JIOJKHO OCYILIECTBIATHCS CBOEBPEMEHHOE OOHapy)XeHHe U
pearupoBanue Ha Y BII/IH.

JIOIDKHO  OCYHIECTBIIATBCS — NPEJOTBPAIICHUE IPEAHAMEPEHHBIX WIM  CIIyYalHBIX,
YaCTUYHBIX WM TIOJHBIX HECAHKIIMOHUPOBAHHBIX MOIU(DUKAIIN, WIIA YHUITOKCHUS TaHHBIX.

CoctaB 00BEKTOB 3amuUTBl NpeAcTaBieH B llepeyHe MepCOHATBHBIX JIAaHHBIX,
MOJIJIEKALUX 3alUTE.

CocraB AVC nojyexanux 3aiure, npejacrasied B OTyeTe o NpoBEACHUH ITPOBEPKHU.

Ora Ilonutuka uHGOpPMaMOHHONW O€30MacHOCTH ObUla YTBEp)KJEHA HCIOIHSAIOMECH

oOsi3aHHOCTsAIMH TJ1aBHOTO Bpada [lomoBoii JI.LH. m BBenena B jaeiictBue mpukazom Ne92 ot
15.01.2020.
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2. OBJIACTH JEMCTBUSA

TpebGoBanust Hacrosuiet [lomuTHKKM pacnpocTpaHSIOTCS Ha BCEX COTPYIHUKOB
[TonmuknuHUKKA (WITAaTHBIX, BPEMEHHBIX, PAOOTAIOIIMX MO KOHTPAKTy M T.M.), a TaKKe BCEX

MPOYMX JIHILL (MOJIPSIAYUKH, ayJAUTOPHI U T.I1.).
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3. CUCTEMA 3AIIUTHI MIEPCOHAJIBHBIX JTAHHBIX
Cuctema 3anuThl nepcoHabHbIX JaHHBIX (C3I1/IH), cTpouTCS Ha OCHOBAHUH:
- OTueTa 0 IpPOBEJECHUH POBEPKH;

- HepeqH;I NEPCOHAIBHBIX JAHHBIX, IIOMJICKAIIMX 3AIIUATE,

- AKTa yCTaHOBIJIEHUS YPOBHS 3allUIIEHHOCTH MH(POPMALMOHHON CHCTEMBI NEPCOHATb-

HBIX TAHHBIX,
= MO,I[GJ'II/I yrpos 0e30macHOCTH IEPCOHAIIBHBIX NJAHHBIX,

- Criucka Jui, JOCTYIN KOTOPBIX K MEPCOHAIBHBIM JaHHBIM, 00pabaTbiBacMbIM B UH(DOP-

MAallMOHHBIX CUCTCMaAX, HCO6XOI[I/IM JJIA BBIIIOJTHCHUA CJ'Iy)Ke6HBIX O6H38.HHOCT€I>1;

- PyxoBogsmux nokymenToB @CTIOK n @Ch Poccum.

Ha ocHoBanu# 3TUX JOKYMEHTOB OMpPEAEIsAeTCS HEOOXOAUMBIN YPOBEHb 3aIIUIEHHOCTH
[Tr xaxnoit AUC IMomuknuaukn. Ha OCHOBaHWW aHaNW3a aKTyaldbHBIX Yrpo3 0e30MacHOCTH
[111 onucannoro B Moaenu yrpo3 u Otuera o pe3yiabTaTax IpoBeIeHUs] BHYTPEHHEH MPOBEPKeE,
JEJIaeTCsl  3aKJIIOYCHHE O HEOOXOJMMOCTH WCIOJb30BAaHUS TEXHHYECKUX CPEICTB U
OpPraHM3aIMOHHBIX MepomnpusaTuil g obecneueHus: Oe3zomacHocty I[1/ln. BriOpanHbIe
HEOOXOIUMBIE MEpONpUATUS OTpaxkatoTcs B I[lnane wepomnpuatuii mo oOecrneyeHHUro
0e30MacHOCTH MEPCOHATBHBIX TaHHBIX.

Jns xaxnoit AUC pomkeH OBITh COCTAaBJIEH CIHCOK HCIOJIB3YEMBbIX TEXHHUECKUX
CPENICTB 3alIUThI, a TAK)KE MPOTPAaMMHOI0 OOecriedeHusi, yuyacTBytomiero B oopadorke I1J[H, Ha

Bcex amemenTax ANUC:

- APM nonw3oBarerei;
- I'panuua JIBC;
- KananoB mepenauu B cetu oOIIEro MOJb30BaHUS U (WMJIM) MEXIYHAPOJHOTO OOMEHa,

ecnu 1o HuM nepenarores [1/1H.

B 3aBucumoctn ot ypoBHs 3ammiieHHocTH AVC n aktyansHbix yrpo3, C3IIJIH moxer

BKJIIOYATh CICAYIOIMHNE TEXHUYCCKUEC CPCACTBA:

- AaHTUBUPYCHBIC CPCACTBA IJIA pa60q1/1x CTAHILIMM MOJIb30BaTENCH U CCPBCPOB;

= CpCACTBA MCIKCETCBOT'O SKpAHUPOBAHUA

- CpCACTBa KpHHTOFpa(I)quCKOf/'I 3alllUThI I/IH(I)OpMaI_II/II/I, npu nepeaayc 3aluIIaeMoi
I/IH(I)OpMaI_II/II/I 10 KaHaJlaM CBA3H.

Tak ke B CIUCOK JOJDKHBI OBITh BKJIIOUEHBI (YHKIIMH 3alIUThl, oOecredynBaeMble
mTaTHBIME cpeacTBamu 00padotku [1/H onepanmonnsiMu cuctemamu (OC), mpuknaaasiM [10
U CTICIIMAIBHBIMA KOMITJIEKCAMHU, PEATU3YIOMIMMH CpeACTBa 3alUThl. CIIUCOK (YHKITUN 3aIUTHI

MOJKET BKJIIOYaTh.

- YIIPaBJICHUE U Pa3rpaHUYCHUE TOCTYIIA I10JIb30BATEIICH;
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- PEeTuCTpaIuio U y4eT JeHCTBUI ¢ nH(pOpMaIeH;
- o0ecrneunBaTh EIOCTHOCTh JaHHBIX;

- MPOU3BOJHUTH OOHAPYKEHHUH BTOPKEHUH.

Cnucok HCIONb3yeMbIX TEXHUYECKHX CpeACTB oTpaxkaercs B «llepeuHe TeXHMUYECKUX
cpeactB u mporpammuoro obOecredeHuss B AC. Cnmcok HCHOIb3yeMbIX CPEACTB JI0JDKEH
MOJJIEPKUBATHCS B aKTyaJlbHOM COCTOSSHMH. [IpM M3MEHEHMHM cOCTaBa TEXHUYECKHUX CPEJICTB
3amuThl UK 3MeMeHToB AVIC, COOTBETCTBYIONME N3MEHEHUS JOKHEI ObITh BHECEHBI B CIIHCOK
U YTBEPXACHBI pykKoBoauTelneM [lONMMKIMHUKY WIA JUIOM, OTBETCTBEHHBIM 3a OOecredeHue

3amuthl [1/1H.
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4, TPEBOBAHUA K NIOACUCTEMAM C3IIJIH
C3I1/Ix BKIrOYaeT B ceOsl CICAYIOITUE TIOICUCTEMBI:

- YIIPaBJICHUs JOCTYIIOM, PETUCTPALIUU U yUETa;
- o0ecredyeHus! LeJIOCTHOCTH U JOCTYITHOCTH;

- QHTUBHUPYCHOM 3aILUTHI;

- KOHTPOJIb (aHaJIU3) 3alIUILEHHOCTH [IEPCOHAIbHBIX JaHHBIX;

- MEXKCETEBOr0 3KpaHUPOBAHUS;

KpUNTOTpaQpUUECKON 3aIIUTHI.

[Toncucremsr C3I1/IH uMeroT pa3nuuHblii (YHKIIMOHAN B 3aBUCUMOCTHU OT kiacca AUC,
OMpEACNIEHHOT0 B AKTE€ YCTAaHOBJICHHS 3allMIICHHOCTH HMH()OPMALIMOHHOW  CHUCTEMBI
NepCOHANBHBIX JaHHbIX. Cnoucok cooTBercTBUs (yHkumid mnoacucreM C3II[n  kmaccy

3alIUINCHHOCTH IIPCACTABJICH B HpI/IJ'IO)KeHI/II/I.

1.1 IToacucremsl YHpaBJICHUA JOCTYIIOM, PErUCTPAllMM U YUY€Ta

[Toxcucrema yrmpaBieHHs] JOCTYIIOM, PETHCTpAllMM M ydeTa MpeAHa3HauYeHA Ul
peanu3anuu CIeayrmmux QyHKIHM:

- UeHTU(UKALUY U TIPOBEpKa MOUIMHHOCTH CYOBEKTOB AocTymna mpu Bxojae B AUC;

- UIeHTU(UKALUYA TEPMHUHAIIOB, Y3JIOB CETH, KAaHAJIOB CBSI3H, BHEITHUX YCTPOICTB MO JI0-
TUYECKUM HUMEHaM;

- UAeHTU(UKALUKA TPOTpaMM, TOMOB, KaTajoroB, (ailioB, 3amucei, moyen 3amucei mo
UMEHaM;

- perucTpanuu Bxoja (BbIX0Jla) CYOBEKTOB JOCTYIA B CUCTEMY (M3 CHCTEMBI), TIN0O pe-
TUCTpAIUs 3arPy3KH U HHUITMAIN3AIWA OTICPAITMOHHON CHCTEMBI U €€ OCTaHOBA.

- perucTpaIyu MOIBITOK JIOCTyIIa IPOTPAMMHBIX CPEICTB (TIpoTrpamMm, MPOIECCOB, 3a1ad,
3aJIaHMi ) K 3alUIaeMbiM (aitnam;

- perucTpaiuu MoIbITOK JOCTYMa MPOTPAMMHBIX CPEACTB K TepMUHATAM, KaHajJaM CBS-
3H, IpOrpaMMaM, TOMaM, Katanoram, ¢aiiaam, 3amucsm, oJsIM 3arrcei.

[Toacuctema ympaBieHHsI TOCTYIIOM MOXET OBITh peaju30BaHa C IMOMOIIBIO IITATHBIX
cpencts oOpadotku [1/]n (onmepanmonnsix cuctem, npmwioxenuid u CYBJI). Tak sxe MoxxeT ObITh
BHEJPEHO CIHEIUAIbHOE TEXHUYECKOE CPEJICTBO WM HUX KOMIUIEKC OCYIIECTBISIONINE
JIOTIOJTHUTETILHBIE MEPHI MO ayTeHTHU(UKAIMKU W KOHTporo. Hampumep, mpuMeHEHHE €IUHBIX
XpaHWJIUI ~ YYETHBIX  3alUCel  Monb30oBaTeNiell ¥ PErucTpalMoOHHOW  WH(OpMaNuu,
UCIIONIb30BaHNE OMOMETPHUECKUX U TEXHUUYECKUX (C MOMOIIBIO0 dJEKTPOHHBIX MPOITYCKOB) Mep

ayTeHTU(UKALUU U APYTUX.
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1.2 Iloncucrema obecrevyeHusl EJOCTHOCTH H JOCTYMTHOCTH

[logcucrema oOecrnedeHust LENOCTHOCTM U JOCTYHNHOCTU —IpeJHAa3HAa4deHa  Juis
oOecrnieueHns 1EeIOCTHOCTH U JoctynHocTd I1/IH, nporpammubix u annapatHbeix cpeacts ANUC
[ToMMKIMHUKY, a TAaKXKe CPECTB 3aLIUTHI, IPH CITy4alfHON MJIM HAMEPEHHOM MOTU(UKAIIH.

[Toncucrema peamusyeTcss € TMOMOIUBIO OpPraHM3alMM  PE3EPBHOIO  KONMMPOBAHMS

o0OpabaTbhIBaeMbIX JIaHHBIX, a TAK)KE PE3EPBUPOBAHUEM KIIIOUEBbIX 31eMeHToB AVC.

1.3 IoacucreMa AaHTUBUPYCHOM 3aIIUTHI

[Toncucrema aHTUBHPYCHOM 3alIMTHI MpeAHAa3HAUYeHaA JJisi 00ecHedyeHUs aHTUBUPYCHOM
3amuThl cepBepoB u APM nosnb3oBateneit AVC [lonukauHuk.

CpencTBa aHTUBHPYCHOM 3alllUTHl IPEAHA3HAYEHbl MU pealu3ally  CIeIyIOIUX
(GyHKLHMI:
- PE3UICHTHBIN AHTUBUPYCHBII MOHUTOPHHT;

- QaHTUBHPYCHOE CKaHUPOBAHUE;

- CKpHUNT-0JIOKUPOBAHHUE;

- [IEHTPAIM30BAHHYIO/YIaJICHHYI0 YCTAaHOBKY/IEUHCTAISAIUIO aHTUBHUPYCHOTO MPOIYK-
Ta, HACTPOWKY, aIMUHUCTPUPOBAHUE, MPOCMOTP OTYETOB M CTATUCTHUYECKOW WMHGOpMAIUU MO
paboTe MpoayKTa;

- aBTOMaTU3MPOBAHHOE OOHOBJIEHNE AHTUBUPYCHBIX 0a3;

- OrpaHUYCHHUE MPaB TOJIL30BATENsI HAa OCTAHOBKY HWCIIOJHSIEMBIX 3a7ad U WU3MECHCHUS
HAaCTPOEK aHTUBUPYCHOTO MPOTPAMMHOT0 00ECTICUEHUS;

- aBTOMAaTUYECKHH 3aIyCK cpa3y MocCIe 3arpy3Ku ONepaliMOHHON CUCTEMBI.

ITogcucrema peaIn3yeTCAa nyTem BHCPCHUA criIequaJiIbHOIO AHTUBUPYCHOT'O

pOrpaMMHOT0 obecrieueHust Ha Bce anemMeHTsl AVIC.

1.4 MMoacucTemMa aHaAJIN3A 3aIUINEHHOCTH

IToxcucrema aHanu3a 3alUIIEHHOCTH MNPEAHA3HAYEHA Ui PEANU3alud CIELYIOIUX
GbyHKUHI:

- KOHTPOJIb YCTAHOBKH OOHOBJIEHUH MPOTPaMMHOT0 00ecrieueH s, BKIoUasi OOHOBJIECHHE
IPOTPaMMHOT0 00ecrieueHHs CPEJICTB 3aIUThl HH(POpMAIUH.

[Toncucrema peanusyercss myTeM pa3pabOTKU JIOKYMEHTOB, perjaMEeHTHPYIOIUX
MOPSZIOK  OOHOBJICHWST TPOTPAMMHOTO OOECIIEYeHHs, B TOM 4YHCIE CPEICTB 3allUuThl
uH(pOpMaLIUH.

1.5 loacucrema MeskceTeBOro IKPAHUPOBAHUSA

[Togcucrema MeKCETEBOro SKpaHUPOBAHU NTPEJHA3HAUYEHA U1l pEaTU3aluy CIEeIYIOINX
byHKIMIA:
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- GuIBTpaIu OTKPHITOro U 3amudpoBaHHOTO (3aKkpeiToro) IP-tpaduka mo cremyronmm
napaMmerpam;

- (ukcanuu BO BHYTPEHHHUX XYpHalax MH(OpPMAIMHK O MPOXOISIIEM OTKPHITOM M 3a-
kpbiToM [P-Tpaduke;

- UICHTU(UKAIUU U ayTeHTU()UKALUIO aJMUHUCTPATOPA MEXKCETEBOT0 3KpaHa IpU €ro
JIOKAJIBHBIX 3aIpOCax Ha JOCTYII,

- perucTpanuu Bxoja (BbIX0Ja) aJAMUHHUCTPATOPa MEKCETEBOTO dKpaHa B cucTeMy (U3
CHCTEMBI) IM00 3arpy3KH U MHULMAIU3ALUN CUCTEMBI M €€ IIPOrPAMMHOI0 OCTAHOBA;

- KOHTPOJISA [IEIOCTHOCTHU CBOEH MPOrpaMMHON 1 HH(POPMAIIMOHHOHN YacTH;

- (uIbTpaIMK MAKETOB CITyKEOHBIX MPOTOKOJIOB, CITYXKAIIUX JJIsl IMATHOCTUKH U YIIPaB-
JIeHUsI pabOTON CETEBBIX YCTPOWCTB;

- uapTpanMM ¢ y4eToM BXOJHOTO M BBIXOJHOT'O CETEBOro MHTepdeiica Kak CpeicTBO
IIPOBEPKHU MOJIJIMHHOCTH CETEBBIX aJJPECOB;

- perucTpanuy U ydera 3alpaiinBaeMbIX CEPBUCOB IIPUKIIAIHOTO YPOBHS,

- OJIOKMpOBaHUS JOCTyNa HE WAECHTH(QULUUPOBAHHOIO O0BEKTa WU CyObEeKTa, MOIJIMH-
HOCTb KOTOPOTO MpHU ayTeHTU(HUKALMKU HE NOATBEpAMIIACh, METOJAaMH, YCTOWYMBBIMU K Iepe-
XBaTy;

- KOHTPOJIS 33 CETEeBOM aKTUBHOCTBIO IPUIIOKEHUN U OOHAPYKEHUS CETEBBIX aTak.

ITogcucrema pean3yeTCsa BHCAPCHUEM IMporpaMMHO-aIInapaTHbIX KOMIIJICKCOB

MECKCETCBOT'O SKpaHUPOBAHUS HA I'PAHULIC HBC, KJIacCOM He HIKe 4.

1.6 Moacucrema kpunrorpadguyeckoii 3aMTHI

[Toacucrema kpunrorpaduueckoil 3amuThl npeaHazHadeHa st uckimoueHus HCJ k
sammimaemort naopmainuu B AUC TlonmuknuHUKY, TIPU €€ TIepeiavu Mo KaHajlaM CBSI3U CEeTeH
00111er0 MOIK30BaHMS U (MJTH) MEKTYHAPOIHOTO OOMEHA.

[Toncucrema peanusyeTcss BHEAPEHHUS KPUNTOrpadUUECKUX MPOrPaMMHO-AMIMapaTHBIX

KOMIIJICKCOB.
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5. HOJIB30BATEJIN AUC

B IlonoxkeHun o 3amuTe MEPCOHATBHBIX JAHHBIX OINpEAENCHbl OCHOBHBIE KAaTErOpUU
nonb3oBareneil. Ha ocHOBaHMM ATHX KaTeropuu JAOJDKHA OBITH MPOW3BEACHA TUIU3ALUS
nonb3oBatenei AVC, onpeieneH ux ypoBeHb JOCTYyIa U BO3MOKHOCTH.

B AWC TlonuKJIMHUKA MOXKHO BBIICIHUTH CIEAYIOIIME TPYIIbl IOJb30BaTEIICH,
y4acTBYIOUIMX B 00paboTke u Xxpanenuu 11/[n:

- Anmunuctparopa AUC;

- AagmunuctpaTopa HHOOPMAITMOHHOW 0€301MacCHOCTH;
- Oneparopa;

- 3asBUTENb.

JlaHHBIE 0 TPYIIIAX MOJIL30BATEISAX, YPOBHE MX JOCTYIHA M HHPOPMUPOBAHHOCTH JOKECH

OBITH OTpakeH B MaTpulie pa3srpaHUueHuUs JOCTYIa K pecypcamM HHPOPMAIIMOHHBIX CUCTEM.

1.7 Aamunucrparop AUC

Anmunuctpatop AUC — corpynnHuk IloIMKIMHUKYM, OTBETCTBEHHBIH 3a HACTPOMKY,
BHeapeHue U compoBoxkaeHue AMC. OOecnieunBaer (yHKIMOHMPOBAHUE IOJICUCTEMBI
ynpasieHus goctynoM AVC n ynmoaHOMOYEH OCYIIECTBIISTh IPEJOCTABICHUE U pa3rPaHUYCHHE
JI0CTyIa KOHeYHoro nosb3oBareiis (Oneparopa APM) k sneMeHTaM XpaHSIIUM IEepCOHAIbHbIE
JTaHHBIE.

Anmvunnctparop AVC obnagaeT crieayronuM ypoBHEM JIOCTYIIAa U 3HAHUH:

- 005a1aeT MoyIHOM MH(pOpMaLueil 0 CUCTEMHOM U IPUKJIAJIHOM IPOrpaMMHOM olecrie-
yennu AUC,

- obnagaeT noiHoM HHpopMaIMeil 0 TEXHUYECKUX cpelicTBax U KoHpurypanuu AUC;

- UMEEeT JIOCTYI KO BCEM TEXHHYECKHM CpeAcTBaM 0O0pabOTKu MH(GOpMAaLUU U JaHHBIM
ANUC,;

- obmajgaer mpaBaMu KOH(UTIYpUPOBAHHMS U aIMUHUCTPATUBHOM HACTPOMKH TeXHUYe-

ckux cpencts AUC.

1.8 AaMuHHCTpPaTOP 0€30MACHOCTH

AnMuHHCTpaTOp 0€30MacHOCTH — COTPYAHMK [lOJIMKIMHMKM, OTBETCTBEHHBIH 3a
¢ynkunonupoanue C3I1/IH, Bkmrouas oOCIy)XHMBaHHE M HACTPONKY aIMHUHHMCTPATUBHOM,
CEPBEPHON U KIIMEHTCKON KOMITIOHEHT.

AnmuHUCTpaTOp 6€30MmacHOCTH 001a/1aeT CIECAYIOIIUM YPOBHEM JIOCTYIIA U 3HAHUIA:

- obmagaet npaBamu Aamunuctparopa AUC,

- obmagaet nmonHOU MHpopMmarueit 06 AVC,

- IMEeT JOCTYN K CPEICTBaM 3alluThl MH()OpPMAIMK W MPOTOKOJIUPOBAHHUS M K YaCTH

KIIF0YeBBIX diiemenToB AVC;
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- HE MMEET MpaB JOCTyIa K KOH(UTYPUPOBAHHIO TEXHUYECKUX CPEJICTB CETH 33 UCKIIIO-
YEHUEM KOHTPOJIbHBIX (MHCIEKLIUOHHBIX).

AnMuHUCTpaTOp 6€30MaCHOCTH YIIOJTHOMOYEH:

- peanu30BBIBaTh MOJNUTHKHM Oe3zomacHocTH B uactu HacTpoiiku CK3U, mexcereBbIx
HKPAHOB M CUCTEM OOHApY)KEHHs aTak, B COOTBETCTBMHU C KOTOPBIMH IMosb30BaTensb (Oneparop
APM) nonyuyaet Bo3MOXHOCTh paboTath ¢ anneMmentamu AUC;

- OCYULIECTBJIATH ayIUT CPEJICTB 3aILUTHI;

- yCTaHaBJIMBaTb JOBCPHUTCIBbHBIC OTHOIICHUA cBocH BaHIPIHlCHHOfI CCTHU C IpyrumMu cce-

TAMMU.

1.9 Onepatop APM

Oneparop APM — corpyaauk [lonukimmHUKH, OCymiecTBISIOmUNA 0o0padotky [1/1H.
Ob6pabotka [1/In BkIO4aeT: Bo3MOkHOCTH mpocMmotpa I1/IH, pyunoi BBox II[lH B cucremy
AUC, hopmupoBaHHe CIIPaBOK M OTYETOB 1O WHpopManuu, norydeHHor nuz AVC. Oneparop He
UMeeT IOJTHOMOYMM [UIs yIpaBieHHs oicucTeMaMu 00paboTku naHHbix U C3I1/IH.

Omneparop AUC obnagaer ciaenyronmM YpoBHEM JOCTYIA U 3HAHUH:

- o0iamaeT BCeMH HEOOXOIUMBIMU aTpuOyTamMu (Hampumep, HapoyieM), 00ecIeunBaro-

LIMMU JOCTYI K HEKOTOPOMY OAMHOXKecTBY I1/1H;

- pacnojaracTt KOH(i)I/I)IeHHI/IaJ'IBHI)IMI/I JAaHHBIMH, K KOTOPBIM UMCCT JOCTYII.
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6. TPEBOBAHUS K IEPCOHAJLY 110 OBECIHHEYEHUMIO 3ALIMTHI I1/ITH

Bcee corpynnuku Ilonuknumaukuy, ssistommecs nonb3zoBarensiMu AVC, NOMKHBI Y4€TKO
3HaThb U CTPOrO BBIMOJHATH YCTAHOBJCHHBIE NpaBWJia W OOA3aHHOCTH IO JIOCTYNYy K
3alUIIaeMbIM 00bEKTaM U COOIIOICHUIO PUHATOrO pexkuma 6ezonacHoctu [1/H.

[Ipu BCTymaeHUM B JIOJDKHOCTH HOBOTO COTPYIHHKA HEMOCPEICTBEHHBIH HayaJbHUK
NOJpa3JieNieHusi, B KOTOpPOE OH TOCTyHaer, oOs3aH OpraHu30BaTh €ro O3HAKOMJIGHHE C
JOJDKHOCTHOM — MHCTPYKLMEH W HEOOXOJMMBIMH  JOKYMEHTaMH, pPErJIAMEHTUPYIOIIMMU
TpeboBanuss mo 3ammre I[IJ[H, a Takxke oOydyeHHE HaBBIKAM BBIIIOJHEHHUS TPOLEIYD,
HEOOXOUMBIX /ISl CAHKIIMOHUPOBAHHOT O ucnoib3oBanus AUC.

CoTpyaHUK [OJKEH OBITh O3HAKOMJIGH CO CBeAeHMsMH Hacrosimed [lomuTukwy,
OPUHATHIX Mpouenyp padotsl ¢ anementamu AUC u C3I11H.

Cotpyanuku [ToMMKIMHUKY, UCTIONB3YIOIINE TEXHUYECKUE CPENICTBA ayTEeHTHU(UKAILUY,
JOJKHBl O0ECIeUrBaTh COXPAHHOCTh HJEHTU(HUKATOPOB (DJCKTPOHHBIX KIIOYEeH) U He
nonyckate HCJI k HMM, a Takke BO3MOXHOCTb MX YTEpU WM MCIIOJIb30BAaHUSI TPETbUMU
munamu.  [lonb3oBarenu  HECyT  MEpPCOHAIBHYI0  OTBETCTBEHHOCTh 3@  COXPaHHOCTb
UIEHTU(DUKATOPOB.

Corpynnuku  [loNMKIMHUKM ~ JOJDKHBL  CJIEOBaThb  YCTAHOBJIEHHBIM — IpOLEAypam
noaaepkanus pexuma 6ezonacHoctd [1/[H mpu BeIOOpe W MCHONB30BaHUU Mapoliel (eciau He
UCIIOJIB3YIOTCS] TEXHUYECKUE CPEICTBA ayTeHTU(DUKAIINH).

Corpynuuku  [lonMuKIMHMKM — JODKHBI  OOecleurBaTh  HAIEXKALIYI0  3allUTy
000pyI0BaHUs, OCTaBIAEMOro 0e3 MPUCMOTpPa, OCOOEHHO B TEX CllyyasX, KOrja B MOMEIEHHUE
UMEIOT JIOCTYN IOCTOpPOHHHME Jula. Bce monb3oBarenu JODKHBI 3HATh TpPeOOBAaHUS IO
6e3onacunoctu [IJIH u mporuenypsl 3amuThl 000PYIOBaHHUS, OCTABICHHOTO 0€3 MpPUCMOTpa, a
TaK)K€ CBOM 00S13aHHOCTHU 1O 00ECTIEYEHNIO TaKO! 3aIUTHI.

CoTpynHHKaM 3alpelniaeTcs ycTaHaBJIMBaTh MOCTOPOHHEE MpOrpaMMHOE obecreueHue,
HOJKJII0YATh JIMYHbIE MOOUIIBHBIE YCTPOMCTBA U HOCUTENTH MH(OpMaIMK, a TaKKe 3alKiChIBaTh
Ha HUX 3alUIIAeMYI0 HHPOPMALHUIO.

CoTpynHHKaM 3anpeniaeTcs pasriamarh 3aliacMyo HHPOPMaLUIo, KOTOpas cTajla UM
U3BECTHA IpH paboTe ¢ nHHOPMALMOHHBIMU cucTeMaMy [1ONUKIMHUKY, TPETHUM JIHIIAM.

[Tpu pabote c [1/Jn B AUC corpyauuku [Tonuknuauku 00s3aHbl 00€CreYUTh OTCYTCTBUE
BO3MOKHOCTH nipocMoTpa [I/IH TpeTbumu nuramu ¢ MOHUTOPOB APM mim TepMHUHAIIOB.

[Tpu 3aBepienuu padotel ¢ AUC coTpyanuku o0s3anbl 3aUTUTh APM miu TepMuHaibl
C TOMOIIBIO OJIOKUPOBKH KIFOYOM MJIM HSKBUBAJIEHTHOI'O CpEICTBA KOHTPOJIA, HAaIpUMep,
JIOCTYIIOM IO MAPOJII0, €CIIU HE UCTIONB3YIOTCS 00Jiee CHIIbHBIE CPEICTBA 3aIUTHI.

Cotpynuuku [ToMMKIMHUKY JOIKHBI OBITH MPOUH(GOPMHUPOBAHBI 00 Yrpo3ax HapylICHUS
pexxuma Oe3omacHocTd [IJIH M OTBeTCTBEHHOCTH 3a ero HapymeHue. OHM JOJKHBI OBITH
O3HAKOMJIEHBI C YTBEP)KICHHOW (QOpMaIbHON MpOoLEAypOold HANOKEHUS JUCHUIUTMHAPHBIX
B3bICKAHUN Ha COTPYIHUKOB, KOTOpblE HApYIIWIN NPUHATHIE TMOJIUTUKY U MPOLETYPHI
oe3omacuoctu I1/1H.

CotpynHuku 00s3aHBl 0€3 TPOMEICHUS CcOooO0Iarh 000 Bcex HAOMI0MaeMbIX WIIN

HOJO3pUTENBHBIX ciydasix paborsl AMC, morymmx mosiedb 3a co0oil yrposbl 0e30macHOCTH
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[I/ln, a TakKe O BBIIBICHHBIX HMHU COOBITHSX, 3aTparuBaronmx OezomacHocTs [1JIH,
PYKOBOJICTBY NOAPA3AEIEHHUS U JIMIY, OTBEUAIOLIEMY 3a HEMEJIEHHOE PEarupOBAHUE HA YTPO3bI
oe3omacHoctu [1/1H.
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7. JOJKHOCTHBIE OBA3AHHOCTU IOJIB30OBATEJEN AUC
JoikHOCTHBIE 00513aHHOCTH TTosTb30BaTeseil AVIC onucaHbl B CISAYIOMUX JOKYMEHTAX:

- Unctpykuus anmunucrparopa AUC;
- Mucrpykus agmuaucTpatopa 6ezomacHoctu AVC;

- UHcrpykuus nons3oBatens AUC.
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8. OTBETCTBEHHOCTbH COTPYJIHUKOB AUC ITOJIUKJIMHUKHA

B cootBetrctBUM co cT. 24 DenepanbHOro 3akoHa Poccuiickoit @enepanuu ot 27 U0
2006 1. No 152-®03 «O mepCOHANbHBIX JTaHHBIX» JIMIA, BAHOBHBIC B HAPYIICHHH TPeOOBaHUM
JaHHoro @PenepanbHOr0 3aKO0HA, HECYT TIPAXKIAHCKYI0, YIOJIOBHYIO, aJMHUHHCTPAaTHUBHYIO,
JUCLUHUIIMHAPHYIO M HHYKO IPEIyCMOTPEHHYIO 3aKOHOAATeNbCTBOM Poccuiickoin Penepaunu
OTBETCTBEHHOCTb.

JeiicTBytolee 3akoHOAATENbCTBO P@® mo3BONSET MNpeAbsaBIATh TpeOOBaHMS 110
obecrieyennto 0Oe3zomacHO paboTHl ¢ 3amMIiaeMor uH(OpManue © mpeaycMaTpuBaeT
OTBETCTBEHHOCTh 32 HApYIIEHHE YCTAHOBJICHHBIX MpaBWi JKciulyatanuu OBM u cucrewm,
HENPaBOMEPHBIA JOCTyn K HH(OpManMM, €ClIu 3TU JEHCTBUS MPHUBEIU K YHUUYTOXKEHHIO,
0JIOKMPOBAHMIO, MOAU(PHUKAIIMN HHPOPMAIIH UK HapyileHuto pabotel DBM wunu cereit (ctathu
272,273 u 274 YK POD).

Anmunuctpatop AUC, u agmuHHCcTpaTOp 0€30MaCHOCTH HECYT OTBETCTBEHHOCTH 32 BCE
JIEUCTBUSI, COBEPIICHHBIE OT MMEHH MX YUYETHBIX 3alUCEH WJIM CUCTEMHBIX YYETHBIX 3aIHCeH,
€CJI He JIOKa3aH (PaKT HECAHKIIMOHUPOBAHHOTO MCITOJIB30BAHUS YICTHBIX 3aIHCEH.

[Tpu napymenusix corpyanukamu Ilonmuknunuku — nons3oBareneid AWC mnpasui,
CBs3aHHBIX ¢ Oe3omacHocThio [IJIH, OHM HECyT OTBETCTBEHHOCTh, YCTAaHOBJICHHYIO
JIEMCTBYIOLIMM 3aKoHOAaTenbcTBOM Poccuiickoit denepanuu.

[TpuBeneHHble BbIlIe TPeOOBAHUS HOPMATHUBHBIX JOKYMEHTOB IO 3aIlMTe MH(OpPMAINH
JOJKHBI OBITh OTpakeHbl B [lonoxkeHusax o moapazaeneHusax [[oMHKIMHUKY, OCYIIECTBISIONIUX
o6pabotky I1/In B8 AUC 1 AOMKHOCTHBIX MHCTPYKIHSIX COTPYTHUKOB [ONMUKIMHUKY.

Heobxonumo  BHectu B Ilonmoxkenus o  moapasgenenHusix — [lonukiuHuKH,
ocymectBisitomux 00padotky I1/In B8 AVIC cBenennst 00 OTBETCTBEHHOCTH UX PYKOBOJUTENEH U
COTPYAHUKOB 3a pasrjalieHue ¢ HECAaHKIMOHUPOBAHHYIO MOJAU(UKANNI0 (HMCKaKEHUe,
danbcudukamuio) IIJ[H, a Takke 3a HENpPaBOMEPHOE BMEIIATEILCTBO B TMPOIECCHl HUX

aBTOMAaTH3UPOBAHHOM 00pabOTKH.
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9. CIIMCOK UCHTOJBb30BAHHBIX NICTOYHUKOB

OCHOBHBIMU HOPMATHUBHO-IIPABOBBIMU M METOAMYECKUMHU JOKYMEHTaMH, Ha KOTOPBIX
Oazupyetcs Hacrosee [lonoxenue sBIAOTCA:

1 ®enepanbubiii 3akoH oT 27.07.2006 1. Ne 152-03 «O nepcoHAIBHBIX TAHHBIX» (Z1ajee
— @3 «O mnepcoHaNbHBIX AAHHBIX»), YCTAHABIMBAIOUINI OCHOBHbBIC NPUHIUIBI U YCIOBUS
obpabotku I1/IH, mpaBa, 00513aHHOCTH U OTBETCTBEHHOCTh YYACTHUKOB OTHOIIICHHM, CBI3aHHBIX
¢ obpabotkoii I1/1H.

2 TlocranoBnenue IlpaBurensctBa Poccmiickoit @enepanuu ot 1 HOsOps 2012 roma
Ne 1119 «O6 yrBepxaeHuu TpeOOBaHUH K 3aIIUTE NEPCOHANBHBIX JAaHHBIX MPH UX 00paboTKe B
MH(OPMALIMOHHBIX CHUCTEMaX MEePCOHATBHBIX TAHHBIX).

3 Ilpuka3z ®CTIK Poccunm ot 18 derpans 2013 roga Ne21 «O06 yTBepKICHUH COCTaBa U
COJICpKaHUsI OPTaHU3ALMOHHBIX U TEXHHUYECKUX MEp MO0 OOCCICYCHHUI0 OE30IMacHOCTH TepCo-
HAJIbHBIX JIAHHBIX IPU UX 00pabOoTKe B MH(POPMAIMOHHBIX CUCTEMAaX MEPCOHAITBHBIX JJAHHBIX);

4 «Ilonmoxxenue 06 0COOEHHOCTSIX 00OPaOOTKHU MEPCOHAIBHBIX JAHHBIX, OCYIIECTBISIEMON
0e3 UCMOIb30BaHUs CPEACTB aBTOMAaTU3aluny, yrBepxaeHHoe [loctanoBenueM [lpaBurenscTBa
P® ot 15.09.2008 r. Ne 687.

5 HopmartuBHO-MeTOqMuecKe JOKYMEHThl DenepalibHON CiayXObl 110 TEXHUYECKOMY U
IKCIepTHOMY KOHTpoito Poccuiickoit @eneparuu (nanee - ®CTOK Poccun) mo obecrnieueHu o
6e3onacuoctu [1/1n mpu ux o6padotke B AUC:

6 Pekomennanuu mno obOecredyeHUt0 O€30MacCHOCTH MEPCOHATBHBIX JAaHHBIX MHPU HX
00paboTke B MH(POPMALMOHHBIX CHUCTEMaxX IEPCOHAIBHBIX IAaHHBIX, YTB. 3aM. TUPEKTOpPa
OCTIK Poccun 15.02.08 r. (ACID).

7 OCHOBHBIE MEPONPUSTHS MO OpraHU3alMd U TEXHUYECKOMY OOECIEeUeHUIO
0€30MacHOCTH MEpPCOHANbHBIX JaHHBIX, OO0padaThiBa€MbIX B HWH(GOPMAIMOHHBIX CHCTEMax
NEePCOHAIBbHBIX JaHHBIX, YTB. 3aM. nupektopa ®CTIK Poccun 15.02.08 r. (IACII).

8 bazoBas Mojienb yrpo3 0e30MacHOCTH MEPCOHANbHBIX JaHHBIX NpPU HUX 00paboTke B
UH(POPMALIMOHHBIX CUCTEMaX IMEpPCOHANIbHBIX JaHHBIX, YTB. 3aM. aupekropa ®@CTOK Poccumn
15.02.08 r. (JACII).

9 Metoauka oOmpeeNneHusl aKTyaJbHBIX Yrpo3 0€30IacHOCTH MEPCOHAIbHBIX JaHHBIX
npu uX 00paboTKe B HH(POPMAITMOHHBIX CHCTEMaX NMePCOHANBHBIX JaHHBIX, YTB. 3aM. TUPEKTOpa
OCTIK Poccun 15.02.08 r. (ACI).
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